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• DKE German Commission for Electrical, Electronic & 

Information Technologies of DIN and VDE

• Non-profit organization, independent from

governmental funding

• Located in Frankfurt am Main

DKE in Figures
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• 105 Employees

• 3.500 technical experts

• 290 committees and subcommittees

• Over 450 working groups

• 750 meeting days per year

• Production of more than 40.000 pages per year



The International System of Standardization

ISO IECInternationalInternational

TelecommunicationTelecommunicationGeneralGeneral ElectrotechnologyElectrotechnologyStandarizationStandarization
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DKE DKE 

ETSICEN CENELEC

GermanyGermany
(national)(national)

EuropeEurope
(regional)(regional)



International Integration

Vienna
Agreement

Dresden
Agreement

MoU

ESOs operate 
numerous 
further liaisons

ESOs:
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e.g. Germany

Individual

Company

membership

ESOs:
European 
Standardization 
Organizations

VDE|DKE

UTE

....

National 
Committees

DIN

AFNOR

....



DKE – Priority in International 
Electrotechnical Standardization
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per year

International*
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Modifications” (yellow).
Scope: 75% to 85% (of the DKE-annual-production).

Purely European

Purely national
year of publication



VDE 
Smart Grid -/ Smart Metering - Overview

VDE Association for Electrical, Electronic & Information Technologies 

� DKE  German Commission for Electrical, 
Electronic & Information Technologies of DIN and VDE

� ETG Power Engineering Society

� ITG Information Technology Society 
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� ITG Information Technology Society 

� FNN Forum Network Technology / Network Operation in the VDE 

� VDE Global Services - Testing and Certification Institute

� VDE Conferences

� VDE Publishing House



VDE Smart Grid -/ Smart Metering Activities
Examples

� VDE in general

� VDE congress 2010 „Electric-Mobility“ 

� 5 & 6 November 2012 VDE Conference „Smart Grids“, Stu ttgart

� ETG

Reports, conferences, expert conferences, studies like „Smart Energy 2020“, „Smart 

Distribution“
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� ITG

Focus group „Energy Information Networks“ - Study

� VDE Testing and Certification Institute

� Smart Meter Testing

� FNN

Working groups, application guide

Duty books Smart Metering: eHZ / MUC / EDL-counter 21/ 40



Overview of Smart Grid Activities

International:
• IEC
• ISO / IEC, ITU-T

Europe
Germany
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Germany
USA 
China 
Korea 
Japan



� JWG Smart Grid
� Smart Grid Coordination Group 

(SGCG)
� European Technology Platform

FutuRed – Spanish Electrical Grid Platform; 
Smart Grids-Roadmap Austria; Electricity 
Networks Strategy Group (UK) etc

� Smart Grid Mandate – M/490
� Smart Metering EU-Mandate M/441
� Electrical vehicle Mandate – M/461

� METI, JISC
Roadmap, Projects

� DKE, VDE „German 
standardization roadmap E-
Energy / Smart Grids“

� BMWI Uslar et al  „Investigation of 

standardization for BMWi-project 

E-Energy“

� BDI „Internet of Energy“

� VDE | FNN

� BMWi, BSI

International Activities

� Korea, KATS
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� NIST Framework and Roadmap for 
Smart Grid Interoperability 
Standards

� SGIP, Intelligrid
Gridwise Alliance

� IEC/SMB Strategy Group 3 (SG3) 
„Smart Grid“ – Roadmap, Mapping 
Tool

� IEC TC 8 Use Cases,  New PC 118
� IEC / TC 57 WG 21, TC 13, …
� ISO/IEC SWG on Smart Grids

� SGCC
The State Grid 
Corporation of China –
Smart Grid Framework

� IEEE P2030 Standard 
Interoperability Smart Grid 
Concepts

� Korea, KATS
Demonstration Projects



Regional differences?

Regional differences
Topics: Market comm., Metering, 
Home & Building, Demand 
Response, EV, Security (privacy 
etc.)

Criteria: regulated

Evidence: different standards 

Drivers for Smart Grid
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Likely consensus 
Topics: Architecture, Communication, Common Data Models, DER, RES

Criteria: Interoperability, non-regulated

Evidence: Set of Core Standards (e.g. IEC TC 57) identified across studies

Evidence: different standards 
referenced in studies and 
different national and regional 
regulation



Core Standards 

� IEC 62357: 
Seamless Integration Reference Architecture

� IEC 60870: Transport protocols
e.g.EN 60870-5-104:2001-05

Architecture

Communication
Data Models

IEC roadmap

NIST
Interop Report

EU Smart Metering
Mandate Report

Dr. Thomas Becks – E-world - Smart Grids International Standardization - 9 Feb  2012 / Slide 13

� IEC 61970/61968: Common Information Model CIM 
e.g. EN 61970-405:2007-09, EN 61968-3:2004-06

� IEC 62325: Market Communications using CIM
� IEC 61850, 61850-7-4XX: SAS, Communications, DER

EN 61850-7-420:2009-06

� IEC 61400: Communications for monitoring and control of wind power plants 
EN 61400-1:2004-02

� IEC 62351: Security for Smart Grid
� IEC 61334: DLMS
� IEC 62056: COSEM

e.g. EN 62056-53:2002-06

� EN 50090 (KNX) 
(ISO/IEC JTC1 SC25 -ISO/IEC 14543-3, CEN/TC 247 (BACS/HLK) -EN 13321 -1 und -2)

Data Models

Market

DER
RES

Security

Metering

Home&Building

IEC roadmap
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Flexibility is one goal of Smart Grids

Renewable generation is only 
partly controllable and predictable

� On the customer‘s side increasing
flexibility is demanded

� Therefore the following 
will be necessary:
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will be necessary:

� Storage
- Bulk Storage Capacities 

Pump- or Air pressure storage
- Batteries 

e.g. EV as well

� Flexible Demand
- Load Shifting
- Controllable demand

Load Oriented 

Generation

+

Generation

Oriented  

Consumption



Gaps

Status of 
standards

Recommendations

Smart Grid – The German Standardization Roadmap
E-Energy / Smart Grid
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Description of 
functions and 

technology

Current 
activities

Involved 
Committees



National Platform Electromobility (NPE)

� issued 2010 the Electromobility Roadmap

� overlapping interests between Smart Grid and 

Electromobility

The German Standardization Roadmap 
Electromobility
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Electromobility

� Further information and download 

http://www.vde.com/en/dke/std/Pages/EMobility.a

spx



Standardization Roadmaps for 
Electromobility
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• The German Standardization Roadmap for Electromobility Version 1 

has been published end of 2010 …

• … and will be updated in 2012 (soon)
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http://www.vde.com/en/dke/std/Pages/EMobility.aspx

2010 2012 2014                    2017 2020
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• … and will be updated in 2012 (soon)



Power generation(Smart)
Grid

Connecting an Electric Vehicle to the 
Grid
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Battery electric 
vehicle

Charging station

… looks easy but many things have to be considered. 



Communication for Integration of Electric 
Vehicles

Smart Grid

Communication: 
IEC 61850

Distributed Energy 
communication:

Vehicle to grid  
communication 

interface:
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Communication protocols are a key technology for 
smart grid integration of electric vehicles.

Several standardization projects are ongoing.

IEC 61850 IEC 61850-7-420 ISO/IEC 15118

Schematic view
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IEC

� IEC / Strategic Group on Smart Grid (SG 3)

� Roadmap

� Mapping Tool

� Smart Grid Zone www.iec.ch/smartgrid

� Co-operation with CAB (Conformity Assessment Board)

� Workshops with relevant TC‘s 
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� Workshops with relevant TC‘s 

� Market Strategy Board MSB – White Paper

� IEC/TC 8 „Systems aspects for electrical energy supply“
– Ad-hoc Group 4  Use Case

� New PC 118 Smart Grids

� TC 57 WG 21 Interfaces in the Smart Grid

� All lot of TC‘s are involved (see next slide)



IEC Smart Grid Management and Roadmap

Standardization Management Board
Smart Grid Strategic Group (SG3)

(14 National Committees)

IS
O

/IE
C

 J
T

C
1

NIST
liaison

Source IEC / SG3

Dr. Thomas Becks – E-world - Smart Grids International Standardization - 9 Feb  2012 / Slide 23

IS
O

/IE
C

 J
T

C
1

T
C

57

T
C

 5
6

T
C

 8

T
C

 6
4

T
C

 6
5

T
C

 2
3

T
C

 7
7

T
C

 1
3

T
C

 6
9

T
C

 8
2

T
C

 8
8

24 Technical Committees - 100 standards 



IEC Smart Grid Zone - www.iec.ch/smartgrid
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Coping with the Energy Challenge - The IEC's role/ 
Smart electrification -

The key to energy efficiency/ White Paper
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Example Architecture Mapping
Work in Progress
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European Technology Platform 
Smart Grids
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2003

2006

2007
2008

2009



European Technology Platform Smart Grids
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Source: ETP Smart Grids EU Commission



EU Policy-makers and industry have accepted the cha llenge 
and provide extensive research funds

> More than 200 projects presented

> FINSENY database with more than  
than 500 projects
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Source: http://ses.jrc.ec.europa.eu/



Example R&D Project FINSENY 
– Future Internet

First results 
(Use Cases) 
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(Use Cases) 
are officially 
available:
http://www.fi-
ppp-
finseny.eu/



Sustainability: 20-20-20 targets
� Reduction of CO2 emissions 

� Increased generation based on renewable sources and 

� Need to increase grid and consumption efficiency - decrease losses

Security of supply 

Policy Drivers
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Security of supply 
� Increase grid robustness and resilience

� Integration of different generators (centralized and distributed)

Competitiveness and Internal Market development
� Better management of supply and demand

� New market opportunities and increased efficiency of the market

� Empowerment of consumers 

All these challenges call for the restructuring of the grids, e.g. the 
structure of generation, market and the use of elec tricity



Europe

� Joint Working Group (JWG) on standards for Smart Grids  
� Chair: Dr. Ralph Sporer, Siemens
� Kick-off: May 2010
� Draft Report End of 2010 distributed

– published June 2011
� Preparation for the work on the new standardization mandate M/490 

„Smart Grid“ of the EU commission
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� Finished March 2011

� Standardization Mandate M/490 „Smart Grid“ of the EU commission 

� Smart Grid Coordination Group
� Chair: Dr. Ralph Sporer, Siemens
� Kick-off (officially): July 2011
� working on the Smart Grid Mandate
� until 2012



EU Commission

accept and work on

issues

EU Mandate M/490 
on Smart Grid Standardization

Mandate M/490 Smart Grids
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Standardization

Smart Grid Coordination Group

New joint WGs
Existing WGs

New joint WGs
Existing WGs

New joint WGs
Existing WGs



Europe – Standardization Mandate M/490

First set of First set of 
standards standards 

until until 
end of 2012end of 2012

Reference Reference 
ArchitecturArchitectur

ee

SustainableSustainable
ProcessesProcesses
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especially Use-
Case-

Management, -
Collection, 
Analysis, -

Harmonization

One key issue: 
IT-Security, 

Data protection 
and Data 
Models

� Aim: activities to be linked closely with IEC



Proposed new structure

Smart Grid
Coordination

Group
(former JWG)

EC 
Reference 

Group

Steering JWG LevelJWG Level

EC LevelEC Level
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Mandate Scope

Sustainable
Processes

Team

SG 
Information

Security
Team

First Set of 
Standards

Team

Reference 
Architecture

Team

Steering
Committee

Further 
Tasks

• Report 2.0
• Liaisons
• Promotion

Existing WGsNew joint WGExisting WGs
New joint WGs
Existing WGs

• NIST
• JISC
• China
• Etc.

TC LevelTC Level

JWG LevelJWG Level



Deliverables

05 07 09 11 02 06 121006 08 10 12 01 03 04 05 07 08 09 11

2011 2012

�����������	
���

ChangesChangesIdeas / RequirementsIdeas / Requirements ImplementationImplementation

Use Case Methodology

Template     Tools     Terminology   Classification   Process 

Use Case 
proposals

from:

• Projects

• National 
Committees

• Technical
Committees

• Association

• Companies

Use Case 
Collection

Generic use 
cases

Standardization
Repository

Analysis 
for 

Standards
• Gaps

• Revisions

• Mapping

Standard

Profiles

Test

Test

Use 

Cases

Comments 
Harmonization
Detailing ÛÛ

Reference
Architecture

IT SecurityÛÛ

Current Activities
Tasks of the WG SP

Operation

Enterprise

MarketProtocol
Protocol

Data Model
Data Model

Outline of Usecase

Subfunctions

Working Group
“Processes”

Working Group
“Ref.
Architecture”

Use
Cases

Draft Report
Architecture
Model

Final Report
Mapping UC to
Functional 
Architecture

Draft Report
Collected UC
UC Repository

Final Report
Harmonized UC
Process Recs

Under discussion 
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Generation

Transmission

Distribution

DER
Customer
Premise

Process

Field

Station

Operation

Domains

Zones

Architecture”

Working Group
“First set 
of standards”

Working Group
“Security”

Prioritization
Gap Analysis

Work Program

Architecture

Final Report
First Set of 
Standards

Draft Report
SGIS
Gaps

Final Report
SGIS
RAM, UC, Gaps 
Closure, Recs
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Enterprise

Market
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Generation

Transmission
Distribution

DER
Customer
Premise

Process

Field

Station

Operation

Enterprise

Domains

Zones

Quelle: Dr. H. Englert, Diskussionsvorschlag für die 
SGCG / WG Reference Architecture



Enterprise

Market
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Generation
Transmission

Distribution

DER
Customer
Premise

Process

Field

Station

Operation

Domains

Zones

Quelle: Dr. H. Englert, Diskussionsvorschlag für die 
SGCG / WG Reference Architecture



Function Layer

Business Layer
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Generation

Transmission
Distribution

DER
Customer
Premise

Process

Field

Station

Operation

Enterprise

Market

Domains

Zones

Component Layer

Communication Layer

Information Layer

Protocol
Protocol

Data Model
Data Model

Outline of Usecase

Subfunctions



Function Layer (use cases)
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Component Layer



Communication Layer 
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Information Layer



1. What standards can be used in Europe today 
for the implementation of Smart Grids?

Mandate – SG-CG work

2. Step
Map UCs to SGAM

Expected outcome

Target date

Time Horizon
First set of standards
Ready by end 2012
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Use
Cases Generation

Transmission
Distribution

DER
Customer
Premise

Process

Field

Station

Operation

Enterprise

Market

Domains

Zones

Protocol
Protocol

Data Model
Data Model

Outline of Usecase

Subfunctions

WG-SP
Generic Use Cases

EG1 Report
6 High level services

1. Step
Map Use Cases
to EG 1 Report
Identify generic
Use Cases

WG-RA
Architecture Model

3. Step
Locate standards
usage

4. Step
Identify common
standards WG-FSS

First set of standards

Source

Result
• Set of existing standards 

ready for implementation
• >80% of all “necessary” 

standards expected in 
this category
(inline with main finding of JWG report)

Existing
Standards
CEN, CLC,

ETSI WG-RA
Architecture Model

Target date
End 2012



2. How can we solve the already identified gaps?

Mandate – SG -CG work

2. Step
Perform Gap Analysis

4. Step

Accomplished outcome
(31.11.11 – to be iterated)

31.07.2011

Time Horizon
Work program finished
Review every 3 month
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WG-FSS
Prioritization

JWG Report

1. Step
Prioritize 
Gaps from JWG
report

WG-FSS
Gap Analysis

3. Step
Develop
Methodology

4. Step
Identify common
standards WG-FSS

Workprogram

Source
Result
• Work program for SDOs 

to fill gaps
• <20% of all “necessary” 

standards expected in 
this category
(inline with main finding of JWG report)

WG-FSS
Dashboard

31.07.2011
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Future working scheme / maintenance
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Another 
Mandate: 
M/441

Smart Metering 
Coordination 
Group 

HomeHome Automation End DeviceAutomation End Device

Metering End DeviceMetering End Device ((EE / / G W HG W H))

MID requirementsMID requirements

CC

H1H1

Meter communicationMeter communication functionsfunctions

DisplayDisplayMetrologyMetrology

HHA communication functionsA communication functions

SimpleSimple
external consumer external consumer 

didisplaysplay
HHome automation functionsome automation functions

AdditionalAdditional
functionsfunctions

MMGG11
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Group 
SM-CG

Reference 
Architecture

Local  Network Local  Network 
Access Point Access Point ((LNAPLNAP))

Neigbourhood  Network Neigbourhood  Network 
Access Point Access Point ((NNAPNNAP))

AMI AMI Head End SystemHead End System

HH33

CC

HH22

GG11

LL

NN

WANWAN NNNN LNLN

GG22

CC
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Use Cases – from idea to implementation

Template as check list
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UML-Graphics

Domain Expert IT Experts for system 
development 

UML Unified Modeling Language 
technology neutral description for 
interaction and interrelation of 
actors



Different applications possible for use cases

� Software Engineering
� Standardization
� Certification, Tests
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� Legislation



Discussion - Use Cases and 
Requirements

Requirements Requirements

High Level
Use Case

High Level
Use Case

Individual 
Requirements

Business Case
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Individual 
Use Case
Individual 
Use Case

General
Use Case
General

Use Case

General
Use Case
General

Use Case

General  
Use Case
General  

Use Case
General

Use Case
General

Use Case

General
Use Case
General

Use Case

Individual 
Use Case
Individual 
Use Case

Individual 
Use Case
Individual 
Use Case

Individual 
Use Case
Individual 
Use Case

Project

Individual 
Use Case
Individual 
Use Case

General
Use Case
General

Use Case

Individual 
Use Case
Individual 
Use Case

General
Use Case
General

Use Case

Individual 
Use Case
Individual 
Use Case

General
Use Case
General

Use Case

High Level
Use Case
High Level
Use Case



Discussion - Use Cases and 
Requirements – an example

Facilitate connections 
at all voltages / locations 

for any kind of devices

Aggregation 
DER

EV-Intelligent 
Charging

VPP

Individual Business CaseEG1 report 
EU 

Commission:
High Level 

Functionalities

High Level
Use Case
High Level
Use Case
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Individual 
Use Case
Individual 
Use Case

General
Use Case
General

Use Case

Individual 
Use Case
Individual 
Use Case

General
Use Case
General

Use Case

Individual 
Use Case
Individual 
Use Case

General
Use Case
General

Use Case

IEC 61850
IED 

Connection to 
DER

Optimization
calculation Forecast

Send new tariff in 
standardized 

format

Energy 
Management
Optimization
- Calculation

set value 
reactive 

power to xx

Individual 
Use Case
Individual 
Use Case

General
Use Case
General

Use Case

General
Use Case
General

Use Case

General  
Use Case
General  

Use Case
General

Use Case
General

Use Case

General
Use Case
General

Use Case

Individual 
Use Case
Individual 
Use Case

Individual 
Use Case
Individual 
Use Case

Individual 
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Individual 
Use Case

Project



Why is standardization interested in the use 
case approach?

TC 13

TC 8 TC 22
TC 57
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TC 82

TC 88TC YZ

TC XY
„TC 8“, „TC 57“, „TC 22“ -> IEC



Smart Grid –
Collaboration of Technical Committees

TC 13

TC 8 TC 22
TC 57
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TC 82

TC 88TC YZ

TC XY

New processes for 
complex, cross cutting 
systems?

e.g. collaborative 
description of use cases

Web 2.0?



Use Cases for Standardization

Use Cases are the basis for further development of standards in complex 
systems in the following areas

� Interoperability 
� Define how standards are used
� Define abnormal (error) situation handling

� Technical requirements
� IT security and privacy
� Safety
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� Performance
� …

� Terminology
� new terms for the IEV based on the smart grid glossary

� Standards gap analysis



Structure of Generic Use Cases

Technical Committees, national committees, R&D projects, associations or 
individual companies provided more than 400 use cases within 6 
weeks collection

-> development of Generic Use Case as harmonisation
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Information Security and Data Privacy

� Working Group Smart Grid Information Security under Smart 
Grid Coordination Group

� In parallel: BSI – German authority 
Federal Office for Information Security  

� issued 
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� issued 
» Protection Profile for Smart Meter Gateway according to 

„Common Criteria“ (CC) ISO/IEC 15408
» Draft Technical Regulation

� Aim
» Protection of customer (data privacy)
» Protection against cyber attacks and fraud
» Minimum standard for information security, incl. official 

certification



BSI Architecture Smart Meter Gateway 
– Practical Example 

HAN:
-„Home Area Network“:  In-house LAN
-interconnects Consumers and CLSs 

CLS:
-„Controllable Local Systems“
-IT components in the HAN
-Examples: electromobile, intelligent household appliances 
etc.

Consumer:
End user or local producer of electricity, gas, water, heat or 
other commodities

Smart Meter Gateway („TOE: Target of Evaluation“):
-collects and processes Meter Data
-provides communication capabilities for the LMN 
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-provides communication capabilities for the LMN 
-provides cryptographic primitives via the Security Module

LMN:
-“Local Metrological Network“: In-house LAN
-interconnects metrological equipment
-can be used for energy management purposes

Meter:
-Measures consumption of electricity, gas, water, heat or 
other commodities

Security Module:
-utilized by the Gateway for cryptographic support

Authorized External Entity:
-examples: Grid Operator, Meter Operator, Distribution Grid 
Provider etc.

WAN:
-extended data communication  network 
-interconnects Authorized External Entities
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Integration of Renewables 
– Practical Example

Change of paradigm for Distributed Energy Resources (DER)

In the past DER at LV lines were supposed to act passive
� Now the DER have to take over an active role

Example: PV switch-off at 50,2 Hz

Now: Switch off statistically distributed from 50,2 to 51,5 Hz
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Refer to the recently issued Grid Connection Rules VDE-AR-N 4105 (Application Guide)
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Legislative Background

� Renewable Energy Sources Act (EEG)
� last changes dated 4 August 2011
� Aim: Support for the installation of Renewable in order to reach 20-20-

20 targets
� Keywords: Feed-in tariffs
� New: decrease of tariffs, support for auxiliary grid services, support to 

participate to the market, storage, integration of PV: cut power in case 
of grid problem, 50.2 Hz problem and solutions
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� Energy Industry Act (EnWG)
� last changes dated 28 July 2011
� Aim: transferring EU directives into national law
� Keywords (regarding Smart Grids): Smart Metering, Support for 

Controllable loads, variable tariffs for customers, energy information 
network (information towards TSO), data protection and information 
security � Protection Profile for the Smart Meter Gateway
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Conclusions

� Demand Side Management and Smart Metering in households will be only one 
solution in a mix of different opportunities which may all have a significant 
relevance

� Discussions seem to move again to commercial or industry users with higher 
consumption 

� Big load or generation
» PV, Small wind generation, CHP

» A/C, EV
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» A/C, EV

� This will be a question of infrastructure (e.g. Smart Metering) and reduced 
transaction costs

� Standardization is one method to reduce transaction  costs



• Electricity will be the energy of the future

• Integration of fluctuating renewables into the grid needs
a new intelligent balancing of generation and demand

• Power Engineering and ICT are merging

• There will be a clear trend towards new products and services

• New market models needed, based on a congruent legal 

Smart Grid –
Challenges and Common Activities
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• New market models needed, based on a congruent legal 
framework

• Standardization will be one of the main drivers for a
successful implementation of our Smart Grid and e-mobility visions

• International harmonization is needed, especially in face of various 
national approaches

���� Consolidate our activities and ideas
for a generic worldwide approach within IEC



• Status 

• Horizontal & Complex Issue

• A Lot of Stakeholders

Smart Grid – Challenges in standardization

A lot of standards are already available - Gaps 
to be closed especially between different sectors
IEC activities are important for a globalized Smart
Grid standardization

Strategic Groups
Established, Coordinating the work
Use Cases

Cooperation
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• A Lot of Stakeholders

• Different Innovation Speeds

• Moving Targets

• Political Influence

Cooperation
New collaborative approach, 
Cooperation e.g. IEC / SG3 and NIST

Functional Architecture
Separate functions from implementation

Flexible Frameworks
Focus on continuous processes

Link Politic to Standardization
Mandates; EC-SGCG; DOE-NIST, METI-JISC, Korea



Thank you for your attention

DKE Expertise Centre 
Standardization E -Energy / Smart Grids 
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Standardization E -Energy / Smart Grids 
www.dke.de/KoEn

Johannes Stein

DKE  German Commission for Electrical, 
Electronic & Information Technologies 

of  DIN and VDE

Mail: johannes.stein@vde.com
Phone: +49 (0) 69 / 6308 - 252



Thank you for your attention

VDE e. V.
Technology and Innovation 
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Technology and Innovation 
www.vde.com

Dr. Thomas Becks

VDE Association For Electrical Electronic & 
Information Technologies

Mail: thomas.becks@vde.com
Phone: +49 (0) 69 / 6308 - 311


